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Planning for 2022 Cyber Attacks: Are you ready?

Threats to attack, infiltrate, and exploit computer systems, networks, and data-
dependent organizations (and their brand, reputation, and financial wellbeing) are
on the rise. Forecasts are often consistent year-over-year: this year will be worse

than last year. 

Regardless of industry, customer segment, or organizational type, the question to
answer for this year is a ubiquitous one: are you ready? 

Can you, your cyber defense systems, and the readiness of your workforce outwit
the malicious savviness of attackers and the destructive consequences from

compromised data running your business? 

This artifact serves as an assessment or audit of your defense readiness against
common types of cybersecurity attacks. The following is a general rating scale of
your (self-assessed) organizational cyber attack security maturity. For each attack

type, rate your security maturity relative to people, process, and technology in
place to defend against attacks by noting a number to represent Low (1), Medium

(2), or High (3) level of preparedness. [Note: 1 in the left columns of General
Preparedness, 2 in the center columns of General Preparedness, or 3 in the right
columns of General Preparedness). Use the righthand column to detail immediate
action items and next steps based on your organizational security readiness for

the attacks this year.  





Scores 10-18 denote a low level of maturity and preparedness. If your score is in
this range, leverage industry best practices to immediately implement cyber risk

awareness campaigns and establish cyber policies and standard operating
procedures for all employees. 

Scores 19-25 denote a medium level of maturity and preparedness. If your score
is in this range, congratulations, you have solid practices in place, but there is

room for improvement. Connect with peers and collaborate on next-level
practices for improved cyber maturity and readiness. 

Scores 25-30 denote a high level of maturity and preparedness. Very well done.
You have people, processes, and technology in place to mitigate cyber risk. This
certainly does not mean you are immune to threat or a cyber attack. So, remain

vigilant and implement continual improvement practices and share lessons
learned throughout your ecosystem.  

Your County, Through the Lens

Every E-Line will feature a photograph submitted by one of our readers of their
county.

Click Here to Submit a Photo of Your County



Sioux County, submitted by Josh Skavdahl

Upcoming Webinars 

Life Insurance and Disability Insurance
10/27/21, 10 am CST

Megan Ware with National Insurance will be reviewing some of the benefits of the
NACO Life and Disability Insurance Plans: How the plan works for elected officials,
the way buy-up enhances the benefit, recent audits and revisions of the NACO Jr.
policies, the EAP Plan, etc. This webinar will be made available to view after the
date.

Register for this Webinar

Meth Residue Exposure and Decontamination
10/28/21, 1:30 pm CST

Peggy Galloway from Jefferson County Diversion Services will speak about
biohazard decontamination from methamphetamine in residential properties.
What is the scope of the problem? How you can help your county? This webinar
will be made available to view after the date.

Register for this Webinar

2021 Annual Conference: Meet your Speakers



Register to Attend Today



Procurement Disaster Assistance Training

Did you know that 80% of audit findings are due to procurement problems?

This training will focus on the requirements set forth in the Uniform Rules so that
participants can identify and avoid potential violations of the Federal procurement

requirements that result in the de-obligation of disaster funds.

Topics include: contracts; competition; methods of procurement; cost or price
analysis; contractor bonding requirements; contract provisions

November 1, 2021: 9:00-10:00 AM
https://fema.connectsolutions.com/rw1qkv3w24n8/

Conference Number: 1-800-320-4330
Participant Code: 428092#

November 3, 202: 1:00-2:00 PM
https://fema.connectsolutions.com/ru5i2gmac1vk/

Conference Number: 1-800-320-4330
Participant Code: 428092#

Target Audience: Emergency Management personnel, private nonprofit entities,
elected officials, City/County Managers, City/County Attorneys, City/County

Engineers, Public Works, and Finance/Contracting/Procurement Administrators,
and Public/Private Schools.

Questions? Contact Molly Bargmann with Nebraska Emergency Management
Agency, molly.bargmann@nebraska.gov

Free Flu Shot Clinics in November

Blue Cross and Blue Shield of Nebraska (BCBSNE) will host 14 flu vaccination
clinics in early November, in collaboration with YMCAs across the state. Clinics

will be open to all between the ages of 9 and 64 at no cost to them, regardless of
health insurance coverage.

Find a Clinic Near You



The federal government has extended the COVID-19 public health emergency
(PHE) through Jan. 15, 2022. Because of that, BlueCross BlueShield of Nebraska is

extending their coverage for COVID-19 testing, related services and vaccine
administration through Jan. 15, 2022. The web pages and member fliers have

been updated to reflect this extension.

As mentioned in the Sept. 24 Employer Update, when the PHE is lifted, the
services required to be covered (with cost shares waived) by the CARES Act will

return to the planʼs standard cost shares.

View the Update View Updated Material
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2020-2022 Legal Calendar

Check the NACO website for our Calendar Updates,
Latest News & Featured Links
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